
After NATO acciden-
tally bombed China’s embassy in Belgrade on May 6, 1999, during the Kosovo
War, Communist Party General Secretary Jiang Zemin vowed to protect the
country’s national interests by increasing its coercive leverage against
the United States. “If Chairman Mao and Premier Zhou had not led us to pro-
duce nuclear bombs, hydrogen bombs, and man-made satellites, we would not
be in this secure situation today,” he declared, “I fear that we would have been
attacked earlier on.”1 China’s leaders viewed the embassy bombing as a signal
of U.S. hostility, which would have serious implications if war were to break
out across the Taiwan Strait. Taiwan was agitating for formal independence in
the late 1990s, which the People’s Republic of China threatened war to pre-
vent. But if the United States intervened, China would not have been able to
achieve a conventional military victory to prevent Taiwanese independence.
Threats to escalate a Taiwan conºict were China’s only hope of achieving
that aim.2

How has China gained coercive leverage against a nuclear-armed adversary
in a war over limited objectives without triggering an immensely destructive
nuclear exchange? After the Belgrade crisis, Jiang Zemin did not abandon
China’s retaliatory posture for its nuclear weapons, which threatened nu-
clear use only after an adversary’s nuclear attack. Instead, China turned to
space, cyber, and precision conventional missile attacks to increase its coercive
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leverage against the United States and Taiwan. This article refers to these capa-
bilities collectively as information-age weapons. One year after the Belgrade
embassy bombing, China’s leaders decided to pursue offensive cyber capabili-
ties that would enable it to attack an adversary’s important information net-
works. In 2002, Jiang also hinted that China was pursuing counterspace
weapons, and he instructed the People’s Liberation Army (PLA) to build a
“strategic deterrence system bringing together many means.”3

China’s threats to use these “many means” have manipulated risk to differ-
ent degrees across capabilities and over time. In 2014, China’s leaders brought
the PLA’s cyber capabilities under their direct control, out of the shadows, and
focused them on controlling escalation from cyberattacks. These changes were
an abrupt departure from China’s initial approach, which tasked some of its
decentralized and secretive cyber units with shocking an adversary into sub-
mission with large-scale attacks. Those attacks risked uncontrollable escalation
to a full-scale war.

China’s substitution of information-age weapons for threats of nuclear ªrst
use and war-winning conventional capabilities to gain leverage is puzzling.
Nuclear strategists would expect China to behave like other countries that
have adopted nuclear ªrst-use postures to compensate for their inabilities to
win wars with conventional forces.4 The cyber conºict literature suggests that
large-scale offensive cyber operations are not effective tools of coercion and are
unlikely to escalate a conºict.5 No theories speciªcally explain why or how
states could use space weapons or conventional missiles for coercive lever-
age.6 China’s decisions could be explained by theories of military innovation
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and diffusion, but they raise questions for those theories as well.7 China
waited a surprisingly long time to adopt offensive cyber capabilities after
the PLA wrote about the potential of U.S. “computer virus weapons” dur-
ing the Gulf War. China’s initial approach to cyber operations also gave PLA
cyber operators a surprising degree of autonomy for a state with assertive
civil-military relations.8

This paper develops an original theory of strategic substitution to explain
why China‘s search for coercive leverage in the post–Cold War era led it to
pursue information-age weapons. Counterspace weapons, cyberattacks, and
precision conventional missiles stood out to China as promising sources of
leverage because they can be used strategically to create a risk of escalation
to nuclear war. To make credible threats of escalation, however, China had to
conªgure its information-age weapons to create slippery slopes or ladders
from conventional to nuclear war. I argue that China combines information-
age strategic attacks with a retaliatory nuclear posture to compensate for its
conventional military inferiority. This combination threatens to increase the in-
tensity of a conventional war right up to the threshold of nuclear weapons use
but places the burden of crossing that threshold on the adversary. But strategic
substitution has been a gamble rather than a silver bullet for China.

The theory of strategic substitution explains why China pursued information-
age weapons to address leverage deªcits and how it conªgured them to gain
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coercive leverage. When China faced a leverage deªcit because of a change
in its threat environment, it searched for additional coercive leverage. A lever-
age deªcit reºects a situation in which a state’s capabilities are ill-suited for the
type of war and adversary that it is most likely to ªght, and it would likely fail
to achieve its objectives if a war with that adversary were to occur. China’s
search for leverage became a search for substitutes, because its leaders har-
bored doubts about the credibility of nuclear threats, and they were unable to
quickly redress a disadvantage in the conventional military balance of power.
Information-age weapons were attractive substitutes because they promised
quick and credible leverage in a limited war. In the absence of such a deªcit,
China did not change its policy for gaining leverage. To make credible threats
to escalate a conºict using an information-age weapon, China had a choice
between what I call “brinkmanship” or “calibrated escalation” force postures.
These two postures reºect different approaches to manipulating the risk of
uncontrolled escalation. China’s choice of posture for its offensive cyber capa-
bilities was shaped by its vulnerability to cyberattacks.

I demonstrate the plausibility of the theory of strategic substitution by ex-
amining three key Chinese decisions about why and how to use cyberattacks
strategically to coerce the United States in a Taiwan conºict. The PLA charac-
terizes a Taiwan conºict as a “local” war. Its decision to pursue a coercive
cyber weapons capability at the end of 2000 was a response to the leverage
deªcit revealed by the NATO bombing of its embassy in Belgrade. China’s low
dependence on information networks around 2002 shaped its choice of a
brinkmanship posture for large-scale offensive cyber operations. Chinese lead-
ers switched to a calibrated escalation posture in 2014, following a dramatic in-
crease in China’s vulnerability to cyberattacks.

This paper makes three contributions to international relations scholarship.
First, it updates theories of coercion among nuclear-armed states for the infor-
mation age to reºect both technological change and cross-national variation in
nuclear strategy. Existing theories focus on limited nuclear wars and do not ex-
plain how states with retaliatory nuclear postures (i.e., Israel, India, and
China) might otherwise coerce their adversaries. Technological change also
equips states with more coercive military capabilities today than in previous
decades.9 Some pioneering scholarship explores cross-domain deterrence dy-
namics,10 but it does not explain how states have seized on the promise of
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information-age weapons to plug gaps in their existing nuclear and conven-
tional military strategies.

Second, this paper ªlls important gaps in existing studies of how states use
offensive cyber, counterspace, and precision conventional missile attacks for
coercive leverage. The cyber conºict literature does not explain why states
continue to pursue capabilities for large-scale cyberattacks and view them as
valuable instruments of coercion, despite their questionable effectiveness.11

Nor have Chinese views shaped theories of cyber conºict, given the scarcity of
data on Chinese cyber decision-making.

Third, this paper exploits new sources to offer a novel and theoretically in-
formed explanation of China’s approach to strategic coercion in the post–Cold
War era. It provides the most complete account of China’s military cyber
decision-making in the existing literature, relying on more than one hundred
original Chinese-language written sources, supplemented by interviews with
more than ªfty Chinese experts conducted between August 2015 and January
2017.12 Existing literature does not explain China’s decisions about offensive
cyber capabilities or recognize the extent of change in its military cyber pos-
ture since 2014.13
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This article proceeds as follows. First, it shows that some offensive cyber,
space, and precision conventional missile capabilities can be used strategically
to give states coercive leverage that is distinct from conventional and nuclear
operations. It outlines two coercive force postures that states can adopt to use
those weapons strategically. Second, it outlines the theory of strategic sub-
stitution to explain why China pursued these weapons and how it made credi-
ble threats to use them through its force posture choices. The remainder of the
paper applies the theory of strategic substitution to China’s cyber force pos-
ture. To conclude, it evaluates whether China’s gamble on information-age
weapons has delivered the coercive leverage that it promised and considers
the implications of the theory for other nuclear-armed states and U.S.-China
strategic stability.

Information-Age Weapons and Coercive Leverage

Among the information-age technologies with military applications, space
weapons, cyberattacks, and precision missiles with conventional payloads
have captured both the popular imagination and the attention of governments
because of their potential to alter the course of a conºict. A space weapon dis-
rupts or destroys another state’s ability to use its satellites or other assets in
outer space, including attacks that disrupt the relay of information between
space and earth. Those weapons include jammers, lasers, microwaves, electro-
magnetic pulse weapons, and kinetic anti-satellite (ASAT) weapons that col-
lide with an adversary’s satellites. Cyberattacks disrupt or destroy the normal
functions of an adversary’s computer networks.14 I deªne a precision conven-
tional missile, the category of missiles discussed in this paper, as any cruise,
ballistic, or hypersonic missile that relies on information networks to deliver a
conventional payload within 50 meters of a target.

strategic uses of information-age weapons

States want coercive leverage in limited wars to achieve their political aims
with threats of violence rather than continuing to bear the costs of ªghting the
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war.15 Conventional weapons give states coercive leverage, typically by threat-
ening to achieve a military victory or deny an adversary’s victory.16 But some
weapons are better suited to threatening to escalate a conºict to gain coercive
leverage. By threatening to punish an adversary or deny it a military victory,
or both, an escalatory attack affects an adversary’s expectations about the fu-
ture course of the conºict. The effects on military operations are less important
than these strategic effects on the adversary’s decision-making.17

Some space weapons, cyberattacks, and precision conventional missiles pos-
sess three characteristics that make them particularly well-suited to threats of
escalation: their effects, ability to cross salient thresholds, and entanglement
with nuclear arsenals. Because of these three characteristics, information-age
weapons are promising for strategic uses, which are distinct from operational
uses to engage an adversary’s military capabilities.18 They create addi-
tional pathways for a limited conventional conºict to become a nuclear war
even when two states are locked in a nuclear stalemate. The credibility of a
“threat that leaves something to chance”19 of all-out nuclear war declines as
two states enter deeper into a nuclear stalemate because both have secure sec-
ond-strike capabilities.20 Uncertainties about whether using information-age
weapons would provoke a nuclear war revive the possibility of relying on a
threat that leaves something to chance for bargaining leverage.

First, large-scale counterspace attacks, cyberattacks, and missile strikes can
be used strategically to hold hostage an adversary’s homeland, military, or
allies using threats of signiªcant damage. A large-scale cyberattack could dis-
rupt a society’s critical infrastructure as soon as the attacker activates mali-
cious code. The disruption would, however, be difªcult to sustain if the
adversary eliminates the malicious code or cuts off the attacker’s access to its
networks. No state can be conªdent that its computer networks are completely
defended against the cyberattacks of a persistent, well-resourced nation-state
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adversary.21 Using an ASAT weapon to destroy a few satellites could create
enough space debris to make an orbit unusable. A debris cloud would perma-
nently disrupt any state’s use of that orbit to support communications, intelli-
gence, weather, ªnancial networks, and navigation for civilians and militaries
alike. Satellites are fragile and have predictable trajectories, which makes them
difªcult to defend from ASAT attacks.22 A missile attack could permanently
destroy an adversary’s military and civilian infrastructure. Unlike aerial strate-
gic bombing, those missiles would not need to overcome an adversary’s air
defenses and could overwhelm missile defenses if equipped with counter-
measures.23 Information-age weapons that hold hostage assets that states
value and are difªcult to defend against create a situation of mutual vulnera-
bility between similarly armed rivals.

Some scholars are skeptical that these attacks could effectively coerce a tar-
get. They argue that the direct effects of these attacks, while able to punish or
deny an adversary’s military victory, would not be as damaging as some con-
ventional military operations, let alone nuclear attacks.24 But their effects
would signal a willingness to expand a limited, conventional war toward a nu-
clear war.25 Of course, not all space, cyber, and missile strikes can be used to
create these effects because some of them would have only localized, tempo-
rary, or small-scale effects, such as jamming an opponent’s satellite receiver on
the battleªeld.

Second, some space, cyber, and conventional missile attacks would cross sa-
lient thresholds in limited wars, while leaving other thresholds intact. Accord-
ing to Thomas Schelling, salient thresholds are “obvious places to draw the
line, for reasons more related to psychology or custom than to the mathematics

Strategic Substitution 53

21. The cyber offense-defense balance, however, is contested. See Erik Gartzke, “The Myth of
Cyberwar: Bringing War in Cyberspace Back Down to Earth,” International Security, Vol. 38, No. 2
(Fall 2013), pp. 66–68, https://doi.org/10.1162/ISEC_a_00136; Martin C. Libicki, Cyberdeterrence
and Cyberwar (Santa Monica, Calif.: RAND, 2009), pp. 32–33; and Rebecca Slayton, “What Is the
Cyber Offense-Defense Balance? Conceptions, Causes, and Assessment,” International Security,
Vol. 41, No. 3 (Winter 2016/17), pp. 72–109, https://doi.org/10.1162/ISEC_a_00267.
22. Bruce M. DeBlois et al., “Space Weapons: Crossing the U.S. Rubicon,” International Security,
Vol. 29, No. 2 (Fall 2004), pp. 62, 83, https://doi.org/10.1162/0162288042879922.
23. Steve Fetter, “Ballistic Missiles and Weapons of Mass Destruction: What Is the Threat? What
Should Be Done?” International Security, Vol. 16, No. 1 (Summer 1991), p. 9, https://doi.org/
10.2307/2539050.
24. Ibid.; Erica D. Borghard and Shawn W. Lonergan, “Cyber Operations as Imperfect Tools of Es-
calation,” Strategic Studies Quarterly, Vol. 13, No. 3 (Fall 2019), pp. 122–145, https://www.jstor.org/
stable/26760131; and Brandon Valeriano, Benjamin Jensen, and Ryan C. Maness, Cyber Strategy:
The Evolving Character of Power and Coercion (New York: Oxford University Press, 2018).
25. Smoke, War, p. 242.



of warfare.”26 Crossing those limits has strategic effects because it changes an
adversary’s expectations about a state’s willingness to violate other salient
thresholds in the future.27 Currently, there is no evidence of an “ASAT taboo”
or equivalent prohibitions against the use of conventional missiles or cyber-
attacks that constrain their use in a similar way to what Nina Tannenwald
describes as the nuclear taboo.28 But the use of space, cyber, or precision mis-
sile attacks with large-scale effects could violate limits on the geographical
scope, parties, or intensity of a limited war that are salient thresholds for
the belligerents.29

Third, information-age weapons could signiªcantly increase the risk of nu-
clear war if an adversary believes that they might degrade its nuclear arsenal,
whether the state intends to have that effect or not. Cyberattacks could disrupt
the information networks that ensure the survivability and timely launch of
nuclear weapons.30 Precision conventional missiles could be mistaken for nu-
clear missiles or used to destroy nuclear weapons.31 Counterspace weapons
could damage nuclear early warning and communications satellites.32 Even if
a state does not intend to use its information-age weapons in this manner, an
adversary would have difªculty verifying these intentions and, in addition,
might worry that these weapons could inadvertently damage its nuclear arse-
nal once a war started.33

posturing information-age weapons for coercive leverage

To use an information-age weapon strategically, a state must pursue and
conªgure that capability for coercive leverage against its adversary. A decision
to pursue such weapons involves more than a decision to research, develop,
or test an offensive capability. The state’s leaders must recognize that the
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information-age weapon will be used to gain leverage, set a timeline for de-
ployment, and conªgure the new capability so that it can be used to make
credible threats to escalate a conºict. I outline two distinctive coercive force
postures that states can adopt for information-age weapons: brinkmanship
and calibrated escalation. I adopt Vipin Narang’s deªnition of a force posture
as a state’s plans for using its weapons in a conºict, the capabilities it deploys,
its command-and-control arrangements, and the signals it sends to adversaries
about those plans.34 A state can have different force postures for all three of its
information-age weapons.

Both brinkmanship and calibrated escalation postures enable states to gen-
erate leverage by threatening large-scale space, cyber, or missile attacks, even
if carrying out that attack could invite damaging retaliation.35 Those large-
scale attacks could trigger the use of other information-age weapons or even
nuclear weapons. The two force postures differ in their approaches to the au-
tonomous risk of escalation created by information-age weapons, which
Schelling deªnes as a risk that neither the state nor its adversary can fully con-
trol.36 Brinkmanship postures stoke autonomous risk, whereas calibrated esca-
lation postures try to smother it.

brinkmanship postures. A brinkmanship force posture threatens to use
information-age weapons to generate a high risk of uncontrolled escalation to
nuclear war, which enables a state to gain coercive leverage at a lower cost. It
exploits an adversary’s fear that a large-scale counterspace, cyber, or conven-
tional missile attack could cause a conºict to spin out of control. Features
of the state’s force posture encourage the adversary to assume the worst—that
the state has postured its capabilities to create a serious risk that both states
could imminently slide down the slippery slope to large-scale attacks. For ex-
ample, the state might have delegated authority to use information-age weap-
ons on strategic targets down the chain of military command, or to civilian
hackers or space companies. This risk increases the incentive for the adversary
to take the “last clear chance” to avoid disaster, by acquiescing to the state’s
demands.37 If the adversary does not acquiesce, the state would launch an at-
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tack in a crisis or early in a conºict that could trigger uncontrolled escala-
tion, such as disrupting the adversary’s ability to communicate with its
military forces, killing civilians in its cities, or damaging components of its nu-
clear arsenal.

To be credible, a brinkmanship posture requires a clear capability to carry
out information-age strategic attacks. It does not, however, require transpar-
ency about any other aspects of force posture. Opacity enables the state to
claim that it has tied its hands when making threats. It prevents the adversary
from verifying how much autonomous risk the state’s force posture actually
creates. North Korea’s cyber force posture is an example of a brinkmanship
posture. Little is known about North Korea’s plans for using cyberattacks in a
conºict, but it has demonstrated its willingness to conduct peacetime cyber
operations that cause collateral damage, such as its 2017 WannaCry ransom-
ware attack that crippled the National Health Service in England and Scotland.

calibrated escalation postures. A calibrated escalation force posture also
threatens to use information-age weapons to generate a risk of nuclear war,
but a lower risk than brinkmanship. This alternative posture requires the state
to pay a higher cost for using its coercive leverage below the nuclear threshold.
It threatens attacks of increasing intensity, starting with small-scale attacks,
giving both sides plenty of clear chances to avoid disaster. The state envi-
sions coercive bargaining as a process in which the parties ascend rungs on a
ladder: at each step, they reveal how much damage they are willing to absorb
to achieve their aims. To keep control of that bargaining process, the state
attempts to minimize the risk of uncontrolled escalation from small- to large-
scale attacks, although that risk cannot be entirely eliminated.38 If the ad-
versary refuses to acquiesce to its political demands, the state carries out a
controlled and limited attack—such as using a laser to burn a small, perma-
nent spot in the optical sensor of an imaging satellite—anticipating that the ad-
versary will most likely retaliate with equivalent force, or capitulate.39 If it
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does not capitulate, the state calibrates the intensity of follow-on strikes to the
adversary’s counterattacks.40

A calibrated escalation posture for information-age weapons is technologic-
ally and organizationally more demanding than a brinkmanship posture. It
requires capabilities to initiate coercive bargaining with small-scale information-
age attacks. It also requires top leaders to maintain their strict authority to or-
der the use of large-scale attacks, which in turn requires infrastructure and
procedures to prevent accidental or unauthorized use. The state might also try
to minimize an adversary’s misperceptions that could spark uncontrolled esca-
lation, for example by clearly communicating red lines that deªne rungs on the
ladder.41 This posture also requires the state to have the capability to identify
the source of space attacks or cyberattacks. Without this attribution capabil-
ity, the state might mistakenly target the adversary when a third party carries
out an attack, or vice versa. France’s military cyber posture is an example of
calibrated escalation. It publicly states France’s intent to manage escalation
risks and minimize collateral damage, and it adopts centralized command-
and-control arrangements.42 The indicators that distinguish these two force
postures, applied to offensive cyber operations, are summarized in table 1.
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Table 1. Indicators of Cyber Force Posture

Indicators of Brinkmanship Posture Indicators of Calibrated Escalation Posture

• lack of attribution and testing
capabilities

• doctrine states intent to control
escalation

• transparent about capabilities; ambiguity
over other posture components

• attribution and testing capabilities to
help control escalation

• only top leaders have authority to order
strategic cyberattacks

• transparent about steps to reduce the
autonomous risk of escalation

NOTE: A lack of attribution capabilities suggests that the state intends to use its offensive
cyber capabilities before its adversary, rather than in retaliation. Testing capabilities
for cyber operations suggest that a state seeks to reduce the likelihood of its attacks caus-
ing unintended effects.



The Theory of Strategic Substitution

China searched for substitutes to nuclear ªrst use and conventional victories to
gain coercive leverage in limited conventional conºicts that would be fought
under the shadow of nuclear war. Like other nuclear-armed states, China faced
leverage deªcits when its threat environment changed, and it discovered that
its capabilities were ill-suited for the type of war and adversary it was most
likely to ªght. Like other nuclear-armed states, China searched for coercive
leverage to address those leverage deªcits. But unlike those states, China’s
search for coercive leverage was constrained by both its inability to build up
war-winning conventional capabilities and doubts that threats to use nuclear
weapons ªrst would be credible. Information-age weapons were a promising
substitute because they signal that “the war is getting out of hand but is not
yet beyond the point of no return.”43 They could enable a state to strike a deli-
cate balance between achieving a coercive victory and avoiding the use of
nuclear weapons.

The theory of strategic substitution explains why China pursued information-
age weapons in the post–Cold War era to gain coercive leverage against a
nuclear-armed adversary. I argue that the existence of a leverage deªcit (the in-
dependent variable) explains the decision to pursue a coercive counterspace,
cyberattack, or precision conventional missile capability (the dependent vari-
able) and the subsequent choice of force postures to conªgure the new capabil-
ity to gain coercive leverage. In the absence of a leverage deªcit, however,
China had no incentive to pursue additional coercive capabilities because it
had no reason to doubt whether the capabilities it was already developing
would achieve its objectives in a limited war (see ªgure 1).

The theory assumes that China could have changed its nuclear posture but
explains why that option could not address the strategic problem that it faced
in the post–Cold War era. For the sake of parsimony, I assume that China is a
unitary rational actor capable of accurately assessing both its own and its ad-
versaries’ strengths and weaknesses. Although the theory explains China’s
decision-making for all information-age weapons that it pursued to gain coer-
cive leverage, this article focuses on China’s decision-making for offensive
cyber capabilities. I also examine an underappreciated but important inºuence
on cyber force posture choices: a state’s own vulnerability to cyberattacks.
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the limited war dilemma

States have three options to gain coercive leverage against a nuclear-armed ad-
versary in a limited war, none of which fully resolve the dilemma of achieving
war aims without risking nuclear catastrophe. The ªrst option of threatening
conventional victory has the advantage of being credible and enabling the
state to impose its desired outcome on any noncompliant adversary, should
coercive threats fail to achieve that outcome.44 But conventional victories are
costly and, especially for states facing conventionally stronger adversaries, de-
ploying the required capabilities might not be feasible. Besides, nuclear-armed
adversaries can always threaten nuclear ªrst use to counter a conventional vic-
tory. The second option of threatening nuclear ªrst use has the advantage of
demonstrating a high level of resolve to an adversary. But nuclear threats are
so destructive that they might not be credible. They might also threaten an ad-
versary such that it overreacts in ways that worsen the state’s security. A third

Strategic Substitution 59

44. Glenn H. Snyder, Deterrence and Defense: Toward a Theory of National Security (Princeton, N.J.:
Princeton University Press, 1966), p. 9.

Figure 1. The Theory of Strategic Substitution
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option is for the state to pursue the quicker and more credible alternative of
coercive leverage that information-age weapons promise to provide.

Information-age weapons have both advantages and disadvantages when
given a starring role in a state’s answer to this limited war dilemma. Threaten-
ing to use these weapons could be more credible than nuclear threats and less
costly than conventional victories, and these weapons use technology that
many nuclear weapon states either already have or can easily acquire. But
they are not a silver bullet. An adversary that remains undefeated convention-
ally can always continue to ªght or threaten nuclear escalation.45 Whether
information-age weapons can effectively deliver on the promise that makes
them so appealing—to coerce an adversary in a limited war while avoiding
nuclear catastrophe—remains uncertain.

the leverage deªcit

Changes in a state’s threat environment can reveal a leverage deªcit that en-
courages its leaders to search for additional coercive leverage. Those changes
might include a crisis that increases the intensity of the threat posed by an ex-
isting adversary, the emergence of a new adversary, or the emergence of a new
type of conºict that the state needs to prepare for.46 A leverage deªcit is pres-
ent when a state’s capabilities are ill-suited for the type of war and adversary
that it is most likely to ªght, and it would likely fail to achieve its objectives if a
war with that adversary were to occur.

In response to a leverage deªcit, a nuclear-armed state could build up its
conventional military power, adopt a ªrst-use nuclear posture, or search for
substitutes. When a state cannot overcome its conventional inferiority and
lacks conªdence in the credibility of its threats to initiate the use of nuclear
weapons, it faces incentives to search for alternative ways to increase its coer-
cive leverage. In the absence of a leverage deªcit, a state lacks the incentive to
search for additional coercive leverage. China faced both of these constraints
throughout the post–Cold War era. Once a leverage deªcit was revealed,
China’s search for coercive leverage led it to recognize the advantages of rely-
ing on information-age weapons and the disadvantages of relying on a nuclear
ªrst-use posture or a conventional buildup. In the absence of a leverage deªcit,
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China continued with its conventional military modernization plans and con-
sidered neither changing its nuclear posture nor pursuing substitutes.

conventional inferiority. A state could pursue an information-age
weapon because it has no conventional military option to increase its coercive
leverage. States that are too weak to match an adversary’s conventional mili-
tary power often pursue asymmetric means of coercion to offset their military
inferiority, such as sponsoring terrorist attacks or threatening to use nuclear
weapons. They pursue information-age weapons for the same reasons. Some
states have no hope of marshalling the resources to equal their adversary’s
conventional military power. But even for states that have the resources to
catch up with an adversary’s conventional military power in the long term,
such a buildup would be slow and organizationally challenging. A conven-
tionally weaker nuclear-armed state searching for leverage in the short term
is likely to prioritize weapons that threaten escalation even if they do little to
improve its prospects for ªghting a limited war. Information-age weapons pro-
vide an attractive alternative for such a state to threaten escalation of a con-
ºict against a nuclear-armed adversary while also signaling that it has
not abandoned limits on its war aims—a key disadvantage of the readily avail-
able option of threatening nuclear escalation.47 Information-age weapons
are also a quicker ªx for a leverage deªcit because they use technology that
nuclear weapon states either possess (missiles) or can easily acquire (cyber-
attack capabilities).48

nuclear credibility. A state that harbors doubts about the credibility of its
threats to use nuclear weapons ªrst in a limited conventional war is unlikely to
judge that a ªrst-use nuclear posture will address its leverage deªcit. As Todd
Sechser and Matthew Fuhrmann observe, “the combination of low stakes and
high costs will render nuclear weapons impotent in most coercive [compellent]
contexts, despite their unparalleled destructive power.” If a state can survive
without a segment of territory or defending a political principle, it will have a
hard time convincing an adversary that it is willing to accept nuclear attacks
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on its homeland to deter an adversary from taking that territory or demolish-
ing that principle.49 In a limited war, the costs that nuclear use would generate
for the state would far exceed the value of its political aims.50

By contrast, threats to use information-age weapons might be sufªciently
damaging and risky to make an adversary change its calculations, but not
so damaging or risky that the threat lacks credibility. Information-age weapons
enable a state to increase the risk of all-out nuclear war without actually using
nuclear weapons, which enhances the credibility of information-age weapons
threats for two reasons. First, information-age weapons revive the signiªcance
of threats that leave something to chance, even in the presence of a robust nu-
clear stalemate. Limited nuclear attacks have difªculty creating threats that
leave something to chance in those conditions because their use signals a will-
ingness to endure and inºict destruction rather than to accept and manipu-
late the risk that both sides will lose control of the process of escalation.51

Second, the burden of introducing nuclear weapons into the conºict after an
information-age weapons attack falls on the adversary. Nuclear retaliation for
an information-age weapons attack would likely be interpreted as dispropor-
tionate. Provided the adversary’s retaliation for an information-age attack
does not cross the nuclear threshold, it could be a price worth paying for a lim-
ited war aim.

posture choices

The search for coercive leverage does not end with a decision to pursue an
information-age weapon: A state must adopt a force posture for that weapon
to be able to use it strategically. Posture choices are likely to be inºuenced by a
number of factors, such as China’s strict civilian control over the PLA,52 its
pace of technological development, and adaptation as it gains experience with
new military capabilities.53 China’s strict civilian control over the military fa-
vors a calibrated escalation posture that limits the autonomy of cyber opera-
tors, provided that the PLA is capable of meeting the posture’s technological
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and organizational requirements. But China’s choices are also shaped by its
vulnerability to cyberattacks.

Understanding how cyber vulnerability affects posture choices is theoretically
important because it may be relevant to the choices that other nuclear-armed
states might make about their cyber force postures. A state’s vulnerability in
outer space might similarly affect its choice of posture for counterspace weap-
ons, another information-age capability. A state’s vulnerability to cyberattacks
is not tightly correlated with either its military cyberattack capabilities or its
dependence on information networks to support conventional military opera-
tions. Information networks operated by civilians and the private sector also
inºuence a state’s vulnerability. A state has high vulnerability to cyberattacks
if its society, government, and military provide many valuable assets that an
adversary could target using offensive cyber operations. By contrast, a state
has low vulnerability if it presents only a small set of low-value targets that
could be damaged with a cyberattack, such as North Korea.54 Cyber vulnera-
bility inºuences a state’s force posture choices because it affects the potential
costs of retaliation that the state may face if it relies on threatening cyber-
attacks to gain coercive leverage.

A state that uses cyberattacks for coercive leverage must anticipate that
its adversary will retaliate, either within or outside of cyberspace.55 It cannot
fully defend itself from a similarly armed adversary’s cyberattacks. The more
damaging the adversary’s retaliation, the less credible the state’s threats will
be. As a result, the higher a state’s cyber vulnerability is, the stronger its incen-
tives to adopt a calibrated escalation force posture. The lower a state’s vul-
nerability is, the more willing it might be to take a “high risk, high reward”
brinkmanship approach to coercive bargaining in cyberspace. The prospect of
in-kind retaliation for a state with high vulnerability to cyberattacks reduces
the credibility of its threats to conduct the kind of risk-acceptant cyberattacks
envisaged by a brinkmanship posture. A calibrated escalation posture ad-
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dresses this credibility problem. It reduces the likelihood of large-scale retalia-
tory cyberattacks by starting with small-scale attacks, which provides the
adversary with an opportunity and an incentive to keep an exchange of cyber-
attacks limited.

China’s Cyber Force Posture

Offensive cyber capabilities are one of the three information-age weapons that
China’s leaders pursued in their search for coercive leverage in a Taiwan con-
ºict scenario. China searched for substitutes for nuclear threats, which leaders
did not think were credible, and war-winning conventional military capabili-
ties, which China could not build in the immediate term. The bombing of the
Chinese embassy in Belgrade in 1999 prompted the PLA to pursue a coercive
cyberattack capability and adopt a brinkmanship cyber force posture in quick
succession in the early 2000s. China’s cyber vulnerability grew from low in
2000 to high by approximately 2010, as its dependence on information net-
works increased. In 2012, China’s top leader, Hu Jintao, instructed the PLA to
innovate its cyber force posture to take account of its growing vulnerability
to cyberattacks. Hu’s successor, Xi Jinping, approved China’s change to a cali-
brated escalation cyber force posture in 2014. These decisions and other nota-
ble events outside China that concerned cyber capabilities are summarized
in ªgure 2.

The case of China’s cyber force posture decision-making offers an ideal op-
portunity to probe the plausibility of the theory of strategic substitution.
Holding constant China’s limited war aim to stop Taiwan from becoming a
more independent country, I explain the effect that the presence or absence of
leverage deªcits over the past three decades has had on its cyber capabilities
decision-making. I also show that China’s cyber force posture had to change to
stay credible because its vulnerability to cyberattacks increased. Compared
with China’s other information-age weapons capabilities, its cyber force pos-
ture decision-making is the most likely case for alternative explanations de-
rived from the military innovation and diffusion literature. As a second-mover
state, China could emulate the cyber force posture choices of ªrst movers such
as Russia and the United States. China’s ªnancial capacity to emulate those
states also increased over the past three decades.

I use both congruence testing and process tracing to assess the explanatory
power of the theory of strategic substitution compared with alternative ex-
planations. To identify a decision to pursue a coercive cyberattack capability,
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I examined annual speeches delivered by the Chinese Communist Party’s
top leader who serves as the chairman of the top military decision-making
body, the Central Military Commission (CMC), at Commission meetings. I ap-
plied the indicators of calibrated escalation and brinkmanship cyber postures
in table 1 to Chinese texts and secondary sources. To identify the periods when
China faced a leverage deªcit, I examined leaders’ and PLA ofªcers’ assess-
ments of the adequacy of China’s leverage before and after crises with the
United States. Debates among strategists about changing nuclear posture also
demonstrate that nuclear ªrst use was considered but ultimately regarded as
a dead end in China’s search for leverage.

the decision to pursue offensive cyber capabilities

In December 2000, General Secretary Jiang Zemin mentioned cyber warfare for
the ªrst time in a speech to the annual enlarged meeting of the CMC. He re-
marked that “information warfare has started to ascend into the arena of war-
fare, with electronic warfare and computer network warfare as its principal
means” (emphasis added).56 His speech implies that he was approving the
PLA’s pursuit of a cyberattack capability to gain coercive leverage. The other
members of the CMC, China’s top military leaders, likely drafted Jiang’s
speech for him, suggesting that the PLA strongly inºuenced the decision.

Before 2000, the PLA had dabbled in cyber capabilities but made no high-
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Figure 2. China’s Cyber Force Posture Decisions



level decision to focus on them as a means of warªghting or coercion. The PLA
acknowledged that cyberattacks could be used strategically in 1992, when
PLA publications reported that the U.S. military was researching “computer
virus weapons,” which would attack civilian and military targets to create
chaos.57 In 1995, they observed that cyberattacks “can be used to cause serious
damage to C3I systems, informatized weapons and war potential.”58 “Inform-
atized” weapons exploit information technology to increase their precision,
lethality, and ability to network units to bring them under uniªed command.59

Toward the end of the 1990s, the PLA researched and developed “computer vi-
rus warfare [jisuanji bingdu zhan]” capabilities and cyber defense capabilities
for its newly automated command-and-control systems.60 In January 1999,
however, Vice-Chairman of the CMC Zhang Wannian mentioned that future
conºicts would involve the space and electronic battleªelds. He did not men-
tion a cyber battleªeld.61

The theory of strategic substitution would explain China’s pursuit of a
strategic offensive cyber capability as a response to a leverage deªcit. In other
words, a change in China’s threat environment put its leaders on notice that
they might not achieve their aims in a limited war with a nuclear-armed ad-
versary. In the post–Cold War era, three crises with the United States con-
fronted China’s leaders with leverage deªcits: the Taiwan Strait Crisis in 1995–
1996, the Belgrade embassy bombing in 1999, and the collision between a U.S.
EP-3 surveillance aircraft and a Chinese ªghter jet in 2001. The theory would
also expect decision-makers to justify their pursuit of information-age weap-
ons for coercive leverage as a way to compensate for China’s conventional in-
feriority with a more credible option than nuclear ªrst use.

the 1995–1996 taiwan strait crisis leverage deªcit. After the 1995–1996
Taiwan Strait Crisis, China’s leaders faced a leverage deªcit against a nuclear-
armed adversary in a limited war for the ªrst time. China’s search for leverage
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began in earnest after that crisis, which conªrmed that China’s adversary in a
future war would be the United States, a nuclear-armed state. China’s starting
point in that search was shaped by the twin legacies of its Cold War capabili-
ties: a retaliatory nuclear posture, and a military incapable of seizing Taiwan
with conventional forces (although it had the resources to modernize its mili-
tary in the long term).62 In the midst of that crisis, in December 1995, Zhang
Wannian warned that “in a situation in which there is a disparity in our weap-
ons equipment quality, the quantitative superiority of our military cannot sub-
stitute for the inferiority of our weapons quality.”63

China’s decision-makers did not think that they could credibly threaten to
use nuclear weapons ªrst against either Taiwan or a nuclear-armed opponent
such as the United States. Before the crisis, they rejected a proposal put for-
ward by some strategists that China adopt a limited nuclear deterrence pos-
ture to gain coercive leverage in local wars.64 Local wars were the focus of PLA
planning from 1988 onward. Debate about that proposal likely ended in 1992,
when Jiang Zemin reafªrmed China’s retaliatory nuclear posture.65 That year,
the PLA leadership reduced the military grade of those nuclear missile
bases that had too few personnel or shorter-range nuclear missiles, which re-
duced their level of authority in the chain of command.66 The Second Artillery,
China’s nuclear missile force, had to pay for range improvements to the ªrst
intercontinental nuclear ballistic missile, the DF-5, from its own budget after
its requests for funding were denied.67 Defense industry leader Qian Xuesen
remarked in 1992 that “We absolutely do not wish to take them [nuclear weap-
ons] to go scare and intimidate people.”68 A missile base commander in the
early 1990s, Ge Dongsheng, also indicated that China could not threaten nu-
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clear use in a Taiwan conºict. Not only did China have a no-ªrst-use policy,
but “against our compatriots [tongbao] it is even more impossible to use nu-
clear weapons!”69

The 1995–1996 Taiwan Strait Crisis did not alter these credibility concerns
about nuclear ªrst use. Inºuential defense industry leader Zhu Guangya de-
scribed the problems with threatening nuclear use shortly after the crisis in
1996. “The extreme increase in lethality” of war and weapons, culminating
in the nuclear revolution, “has given rise to many political problems and has
limited their use.”70 Zhu Guangya also indicated that using force more pre-
cisely and discriminately, including through the use of information warfare
weapons, would achieve strategic aims with more ºexibility, fewer lives lost,
and lower resource demands.71 In the midst of the 1995–1996 Taiwan Strait
Crisis at the end of 1995, China also decided to sign the Comprehensive Nuclear
Test Ban Treaty, which would prevent it from testing low-yield warheads that
would have made a ªrst-use posture more credible if it entered into force.72

Instead, China pursued more accurate conventional missiles—information-
age weapons that could eventually threaten precision strikes—to gain coercive
leverage. The capability to escalate a conºict using precision conventional mis-
siles was also a substitute for the war-winning conventional capabilities that
the PLA did not expect to realize for decades into the future. In the wake of the
1995–1996 Taiwan Strait Crisis, China’s leaders decided to improve the accu-
racy, expand the size, and extend the range of the PLA’s nascent conventional
missile force.73 In the late 1980s, the Second Artillery had responded to the
PLA’s shift to preparing for local wars by advocating for conventional missile
units, which would ensure the relevance of the missile force in a future local
war that was unlikely to go nuclear.74 Conventional missiles, which became
more accurate over time, were therefore a ready-made option to address
China’s leverage deªcit prompted by the 1995–1996 Taiwan Strait Crisis.

China’s leaders did not alter the policy settings that they had put in place
after the 1995–1996 Taiwan Strait Crisis to gain coercive leverage from 1997 to
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1999 because they did not face a leverage deªcit in this period. In addition
to implementing their plans to develop a precision conventional missile force,
leaders focused on the long, difªcult process that they faced to close the gap
with the world’s most advanced militaries. In December 1997, Jiang Zemin
laid out a development strategy for military modernization to be completed by
2050, assuming a favorable pace of economic development.75 A few months
before the Belgrade crisis, Jiang acknowledged that the military budget was
“not yet sufªcient” and China would need to take a “relatively low invest-
ment, relatively high efªciency” pathway to military modernization.76

the belgrade leverage deªcit. China’s decision to pursue a coercive
cyberattack capability followed the NATO bombing of the Chinese embassy in
Belgrade on May 8, 1999, during the Kosovo War. As the theory of strategic
substitution would expect, the incident confronted China’s leaders with a lev-
erage deªcit, which they ordered the PLA to address. During an emergency
Politburo meeting after the bombing, Jiang Zemin exclaimed, “I’m shocked
and indignant. This event is not a trivial matter, it is absolutely critical.”77 His
remarks suggest that he viewed the bombing as intentional and causing a
sharp deterioration in China’s threat environment rather than accidental, as
the United States claimed. He declared that “the Chinese people cannot be bul-
lied!”78 and instructed the CMC to strengthen the military to prevent future at-
tacks on China.79 The bombing was a wake-up call for China’s leaders that the
United States might act with similar hostility toward China to enable Taiwan’s
formal independence using military force. The General Staff Department
(GSD) Chief of General Staff, Fu Quanyou, worried that “if the United States
could engage in combat in the faraway lands of continental Europe, could it
also one day in the future engage in armed interference in one of China’s sensi-
tive areas?”80

Jiang’s instructions initiated a search for leverage that resulted in the pursuit
of a coercive cyberattack capability by the end of 2000. Following the Politburo
meeting, Zhang Wannian called an emergency CMC meeting, which brought
together top military decision-makers to implement the Politburo’s instruc-
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tions.81 In response to the increased U.S. threat, Zhang implemented a PLA-
wide initiative to change doctrine, operations, training, and equipment. He
ordered the PLA to study the Kosovo War as a guide to both its own modern-
ization and to identify U.S. weaknesses.82

Fu also organized meetings after the embassy bombing to formulate the
PLA’s response. He coordinated a nine-person “military technology small
group [junshi jishu xiaozu]” to study the incident, which included represent-
atives from the GSD, General Armaments Department, air force, Second
Artillery, and space experts. The group’s recommendations were submitted to
the CMC later in May.83 In October, on the CMC’s instruction, the GSD,
Academy of Military Science, and the CMC General Ofªce formed a small
group to research the Serbian militias’ attacks on NATO forces. That group
sent a report to the whole military encouraging the PLA to borrow from the
Serbian example of attacking a stronger adversary.84 Fu received CMC
Vice-Chairman Zhang’s approval to “strengthen information warfare [xinxi
zuozhan] training and improve information confrontation [xinxi duikang] capa-
bilities.”85 Both “information confrontation” and “information warfare” ca-
pabilities usually include cyberattacks, as well as other capabilities such as
electronic warfare.

As the theory of strategic substitution would expect, China’s conventional
military inferiority constrained those PLA decision-makers who were tasked
with addressing China’s leverage deªcit. Zhang instructed the PLA to study
the successes and failures of the Serbian attacks on the United States in the
short term, as well as the lessons of the Kosovo War for the PLA’s long-term
goal of catching up with U.S. conventional military power.86 In a GSD meeting
on March 26, 1999, Fu warned that “now and for a relatively long period into
the future, the situation of overall military power in which ‘the enemy is
strong and we are weak’ will fundamentally not change.”87 Instead, he indi-
cated that China would have to ªnd U.S. weaknesses and attack them with its
current capabilities to “win from a position of inferiority [yilie shengyou].”88
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Although some PLA strategists recommended changing China’s nuclear
posture to address its leverage deªcit, leaders once again rejected that option.
Second Artillery ofªcers suggested that China could publicly threaten to
“lower the nuclear threshold,” or even use its nuclear weapons ªrst if it was
losing a conventional conºict over Taiwan.89 But even one of those ofªcers ac-
knowledged that cyberattacks would be more credible in a limited war.90

Other PLA researchers observed that “information deterrence has more real
credibility in military affairs” compared with nuclear deterrence.91 It is not
clear whether civilian leaders who had the authority to change China’s nuclear
posture actually considered doing so. But they did order strategists to stop dis-
cussing changes to China’s nuclear posture by 2006.92 Instead, Jiang Zemin
emphasized the diversity of means making up China’s strategic deterrent sys-
tem [duozhong shouduan peihe de zhanlüe weishe tixi].93

The PLA viewed large-scale cyberattacks as a promising capability that it
could use to gain coercive leverage against an adversary with superior con-
ventional military capabilities. PLA researchers paid particular attention to
cyberattacks because conventionally inferior Serbian forces had used them
against NATO websites and email servers for leverage during the Kosovo War.
One PLA report observed that, “in a situation where our information warfare
capabilities cannot reduce the gap with developed countries within the short
term . . . using computer virus weapons to counter enemies possessing ad-
vanced information systems, is, after all, an extremely effective method.”94 The
authors of the report indicated that cyberattacks would allow China to con-
front a strong adversary using inferior armaments and exploit U.S. cyber
vulnerability more quickly than it could build up its overall conventional mili-
tary power.95
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china’s early cyber force posture

Once Chinese leaders decided to pursue a coercive cyberattack capability, they
needed to decide how to posture those capabilities to gain coercive leverage.
The PLA adopted a brinkmanship force posture in approximately 2001 and es-
tablished its ªrst cyber military units in approximately 2002–2003.96 Until 2014,
China provided no transparency about its cyber force posture beyond exercis-
ing its capabilities, nor did it seek capabilities to minimize the risk of escala-
tion from the use of cyberattacks.

a brinkmanship cyber force posture. The PLA’s cyber doctrine between
2001 and 2014 envisaged using cyberattacks to both achieve military objectives
in a war and gain coercive leverage against its adversaries, principally the
United States.97 PLA texts outlined that China would use cyberattacks either in
a crisis to deter an adversary from initiating a war, or early in a conºict. In a
conºict, cyberattacks would be used alongside kinetic and electronic weapons
in an “information warfare campaign” to carry out preemptive attacks
against an adversary’s military sensors.98 A 2004 PLA text indicated that cyber-
attacks on an adversary’s civilian and military command-and-control com-
puter systems would allow China to “upset troop morale and the morale of
the people . . . destroy their will to resist, and achieve the goal of winning with-
out ªghting.”99

These targets and effects were repeated in texts published in 2013, once the
PLA had more experience operating in cyberspace. The 2013 Science of Military
Strategy claimed that “the deterrence capability of cyber war is no weaker
than conventional destructive strategic weapons. Once cyber war succeeds, it
can cause an adversary’s economic collapse and combat system paralysis.”100

In true brinkmanship style, the book also described how uncertainty about es-
calation to large-scale, damaging cyber hostilities could have a deterrent effect:
“because of the frightening consequences and uncertainty of avoiding an
enemy cyberattack, all countries do not dare to lightly start a cyberwar.”101
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PLA teaching materials continued to list “important enemy civilian cyber sys-
tems” as targets.102

PLA writings indicate that China’s initial offensive cyber capabilities were
rudimentary. As one ofªcer described in 2013, “technological means to breach
security and encryption measures of enemy computer networks and enter its
networks are not yet mature.”103 Nonetheless, China’s cyber capabilities were
sufªcient to implement a brinkmanship posture. PLA reports of its military ex-
ercises and U.S. government reports indicate that China developed capabilities
by 2013 to conduct offensive cyber operations against tactical military and U.S.
critical infrastructure targets.104 PLA writings between 2005 and 2013 list vari-
ous cyber surveillance, offense, and defense capabilities.105 Although those
writings do not indicate whether China pursued the capabilities listed in them,
they systematically omit attribution and testing, which are two capabilities
that help to reduce escalation risks in cyberspace.

Until 2014, varied command-and-control arrangements for PLA cyber units
would have created an autonomous risk of escalation in cyberspace in a U.S.-
China conºict. The United States could not have been sure that China’s leaders
would have been able to prevent PLA operators from carrying out China’s
most damaging cyber operations in a crisis or conºict. Between 2002 and 2015,
more than a dozen different PLA units subject to different command-and-
control arrangements were capable of conducting cyber espionage or at-
tacks.106 The units that were most likely assigned the mission of carrying out

Strategic Substitution 73

102. Zhou Xinsheng, ed., Junzhong zhanlue jiaocheng [Study guide to military service strategy]
(Beijing: Junshi kexueyuan chubanshe, 2013), p. 126. See also Ye Zheng, ed., Xinxi zuozhan xue
jiaocheng [Study guide to information warfare] (Beijing: Junshi kexueyuan chubanshe, 2013),
p. 109.
103. Xu Guoxing, Wo jun xinxi zuozhan liliang jianshe yanjiu [Research on developing our military’s
information warfare capabilities] (Beijing: Junshi kexueyuan chubanshe, 2013), p. 113.
104. Wang Yi, ed., Wangluo kongjian anquan zhanlue yanjiu: Zhongguo Junshi Kexue Xuehui Jundui
Zhihui Fenhui 2012 nian youxiu wenxuan jibian [Cyberspace security strategy research: China Asso-
ciation for Military Science Military Command Division 2012 selected best works] (Beijing:
Guofang daxue chubanshe, 2013), p. 399; and Cybersecurity and Infrastructure Security Agency
[CISA], “Alert (AA21-201A) Chinese Gas Pipeline Intrusion Campaign, 2011 to 2013,” CISA, July
21, 2021, https://us-cert.cisa.gov/ncas/alerts/aa21-201a.
105. See Xinxi Zuozhan Lilun Yanjiushi [Information Warfare Theory Research Ofªce], ed.,
Xinxihua zuozhan lilun xuexi zhinan [Guide to the study of informatized warfare] (Beijing: Junshi
kexueyuan chubanshe, 2005), pp. 238–239; Ye Zheng, Xinxihua zuozhan gailun [Theory of informa-
tion warfare] (Beijing: Junshi kexueyuan chubanshe, 2007), p. 393; and Shou, Zhanlue xue, p. 196.
106. Wang, Wangluo kongjian anquan zhanlue yanjiu; James Mulvenon, “PLA Computer Network
Operations: Scenarios, Doctrine, Organizations, and Capability,” in Roy Kamphausen, David Lai,
and Andrew Scobell, eds., Beyond the Strait: PLA Missions Other Than Taiwan (Carlisle, Pa.: Strategic



large-scale offensive cyber operations for strategic effects were in the GSD
Fourth Department.107 Together with cyber espionage units directly com-
manded by the GSD Third Department,108 those units were under strict control
of the CMC. A PLA textbook published in 2013 stated that strategic-level
cyberattacks would be carried out “under the direct control of the highest su-
preme command [tongshuai bu].”109

In practice, however, the ability to authorize cyberattacks might have been
delegated down the chain of command. Third Department units engaged in
industrial espionage without the explicit approval of top leaders.110 Therefore,
top leaders lacked effective mechanisms to oversee at least some (if not all)
PLA cyber operations, whether by accident or design. Although those units
were tasked with espionage, China’s adversaries would have to assume that
they were also capable of carrying out offensive cyber operations because the
methods of intruding into adversary networks for espionage and attack prepa-
rations are the same.111

China actively denied the existence of the PLA’s cyberattack and espionage
capabilities.112 But cyber intrusions conducted by PLA units signaled the
types of strategic targets that they might attack in a crisis or conºict. In 2014
testimony before a congressional committee, the commander of U.S. Cyber
Command, Admiral Michael Rogers, did not refute claims that Chinese gov-
ernment hackers had penetrated U.S. critical infrastructure systems.113 The
U.S. government later conªrmed that Chinese state-sponsored intrusions
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into oil and natural gas industrial control systems between 2011 and 2013 were
conducted speciªcally for “the purpose of holding U.S. pipeline infrastructure
at risk.”114

low cyber vulnerability. China’s low vulnerability to cyberattacks around
2000 enabled it to credibly threaten a brinkmanship posture. The 2000 Science
of Military Campaigns acknowledged that cyberattacks were “one of the most
effective means for militaries that are weak in their overall weapons equip-
ment to confront strong militaries.” The authors wrote that technologically ad-
vanced states face a dilemma: Advanced technology is key to maintaining
military superiority but “on the other hand, the more developed their informa-
tion technology, the closer their information links with the entire world, the
weaker the protection of their information systems, and the greater the harm
that logic [cyber] attacks can produce.”115 The Science of Second Artillery
Campaigns, published a few years later, also acknowledged that high vulnera-
bility to cyberattacks could be exploited by an adversary: “There are more tar-
gets to attack using information weapons in countries or militaries with strong
technological, economic power.”116

China had an opportunity to gain coercive leverage at a low cost by adopt-
ing a brinkmanship posture because of its low vulnerability to cyberattacks.
As ªgure 3 shows, only 0.7 percent of China’s population had Internet access
in 1999 compared to over 40 percent in the United States. Chinese experts
recognized that opportunity. He Dequan, an academician of the Chinese
Academy of Engineering, wrote in 1997 that “poor adversaries can use low-
cost strategic information warfare means to attack the United States, all types
of the U.S. homeland’s very large infrastructure are exposed to those at-
tacks.”117 A 2000 PLA report on the lessons of the Kosovo War explained that
China could take advantage of the U.S. military’s vulnerability to cyberattacks
because “the United States constructed the world’s most developed and com-
plex information network, but . . . its vulnerability is also the greatest.”118 But
in 2001, PLA ofªcers were already warning that China’s society, economy, and
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military command networks were vulnerable and would become increasingly
so in the future.119

changing cyber force posture

China’s pursuit of offensive cyber capabilities to gain coercive leverage in
the early 2000s was a gamble on a promising but uncertain new capability.
While China’s leaders remained committed to that gamble as the PLA learned
more about offensive cyber capabilities, the credibility of its brinkmanship
cyber threats diminished as China’s cyber vulnerability grew. In 2014, General
Secretary Xi Jinping and military leaders changed the PLA’s brinkmanship
cyber force posture to a calibrated escalation posture. The change signaled that
China would still use cyberattacks strategically for coercive leverage. But it
tried to smother the autonomous risk of escalation to avoid an exchange of
damaging, large-scale cyberattacks with the United States that could trigger a
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nuclear war. The abrupt changes in key elements of China’s cyber posture after
2014 suggests that those changes are not adequately explained by PLA adapta-
tion to its maturing cyber capabilities.

a calibrated escalation cyber force posture. Since 2015, China’s cyber
force posture has satisªed three of the four indicators of a calibrated escalation
posture listed in table 1. First, PLA doctrinal writings state that China intends
to control cyber escalation. Second, the PLA is developing attribution and
cyberattack testing capabilities to minimize the autonomous risk of escalation
from the use of offensive cyber operations. And third, China has taken steps to
ensure that its top military and civilian leaders exercise strict control over the
strategic use of cyberattacks. Although China has revealed more information
about its cyber posture since 2014, its steps to reduce the autonomous risk
of escalation (the fourth indicator) are not transparent enough to reassure
an adversary.

Offensive cyber capabilities remain an important source of coercive leverage
for the PLA despite China’s high vulnerability to cyberattacks. To reconcile
this tension, China ofªcially stated that it intends to control the escalation of
cyber conºict. A defense white paper published by the government in May
2015 outlined China’s national security goals in cyberspace, which included
“to stem [e’zhi] serious cyberspace crises.”120 It also ofªcially recognized the
existence of China’s military cyber forces for the ªrst time. By 2015, the head of
the GSD Informatization Department, Senior Colonel Wang Kebin, assessed
that China’s increased reliance on cyberspace gave its “national security an un-
precedented strategic weakness” because its economy, society, and critical in-
frastructure were vulnerable to strategic cyberattacks.121 Major General Hao
Yeli warned that cyberattacks could trigger a conventional conºict.122 Never-
theless, the beneªts of cyberattacks still vastly exceeded their risks.123 The 2015
Science of Military Strategy claimed that cyberattacks could have “formidable
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coercive power [weishe li] similar to a nuclear attack and even directly achieve
war aims.”124

It is not clear whether the PLA has amended its information warfare cam-
paign to reºect China’s goal of managing cyber escalation. In November 2020,
the PLA updated its operational doctrine for the ªrst time since 1999.125 Al-
though information about the content of that doctrine is not publicly available,
it likely includes doctrine for offensive cyber operations. PLA exercises in 2017
involved joint information warfare formations, suggesting that PLA opera-
tional doctrine still includes an information warfare campaign.126 China has
likely raised the threshold for attacking an adversary’s homeland critical infra-
structure with cyber capabilities since 2014. In 2016, Chinese experts did not
think that the PLA would use strategic cyberattacks against civilian targets in a
crisis to deter the outbreak of war.127 China demonstrated its ability to exploit
critical infrastructure networks in preparation for offensive cyber operations
during the Sino-Indian border conºict in 2020.128

The PLA is pursuing capabilities to better manage escalation during an
exchange of cyberattacks. In a major speech on national cybersecurity policy in
2016, Xi Jinping instructed China’s military, the government, and private
industry to “strengthen its cyber defense and deterrence capabilities” by ac-
quiring equivalent technology to its adversaries and balancing its own offen-
sive and defensive capabilities.129 To implement those instructions, the PLA
took steps to improve the precision and effectiveness of its cyberattacks.
A cyberattack testing capability would allow the PLA to better manage escala-
tion risks since “cyberattacks can easily entangle innocent parties or cause
rapid escalation [tiaoyueshi shengji], requiring precise control of the attack
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scope and strength, reducing ‘collateral harm,’ [and] achieving the ability to
execute and stop an attack at will.”130 China has developed attribution capabil-
ities as part of its investment in cyber situational awareness,131 which enable it
to correctly identify and retaliate against the actual perpetrator of a cyber-
attack. Xi acknowledged the PLA’s progress toward these goals in a 2018
speech, indicating that China’s “cybersecurity deterrence capability to strike
back continues to grow” and that a “detection capability is a kind of deterrent
capability.”132 He observed that China “continues to advance in the direction
of balancing offensive and defensive cyber power.”133

China began to reduce its reliance on computer network infrastructure,
hardware, and software produced overseas in 2013 to reduce its vulnerability
to cyberattacks. Chinese strategists feared that technology imports had com-
promised security features.134 Xi acknowledged China’s vulnerability given its
dependence on foreign technology in 2013, remarking that “we are controlled
by someone else [shouzhi yuren] in some critical [computer system and core
‘informatization’] technologies and equipment.”135 Reducing reliance on for-
eign technology became a major policy goal in China’s 13th Five Year Plan
in 2015.136

Following sweeping military reforms at the end of 2015, China is likely to
have strict command-and-control arrangements in place for strategic-level
cyberattacks through the PLA’s Strategic Support Force (SSF), although some
uncertainty remains about the roles and authorities of cyber units outside of
that force. PLA researchers recognize that cyberattacks “imply the escalation
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of warfare and must be controlled from a high strategic level.”137 Establishing
an “authoritative” and “uniªed” command structure would also help PLA
cyber forces to ªght more effectively.138

The SSF, established on December 31, 2015, consolidated cyber units pre-
viously scattered throughout the PLA into one organization, its Network
Systems Department. SSF units were mostly drawn from the former GSD
Third and Fourth Departments,139 but also included some cyber espionage
units formerly commanded by the services and Military Regions.140 The SSF is
believed to command both intelligence and strategic-level cyberattack units,
both of which are under strict command and control.141 These arrangements
signal to an adversary that China’s leaders directly control their most dam-
aging offensive cyber capabilities. Nevertheless, the PLA’s new Theater
Commands, which replaced its Military Regions at the end of 2015, are likely
to retain some cyber capabilities through regionally aligned SSF units. The
command-and-control arrangements for those units, and the types of adver-
sary networks that they would target, remain unclear.142 The PLA has also es-
tablished a Joint Staff Department Network-Electronic Bureau outside of the
SSF, whose cyberattack authorities are similarly unclear.143

Although China has become more transparent about its military cyber pos-
ture since 2015, it is not transparent enough to reassure the United States that
all possible steps have been taken to smother the autonomous risk of escala-
tion from the PLA’s use of offensive cyber operations. In December 2016,
China released a National Cyberspace Security Strategy, which listed the
kinds of networks that it designated as critical infrastructure and offered
some insights into China’s threshold for a cyberattack with strategic effects.144
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By consenting to the 2014–2015 UN Group of Governmental Experts report,
which it reafªrmed through UN processes in 2021, China tacitly approved
a norm against targeting critical infrastructure networks with cyberattacks
in peacetime.145

Nevertheless, the PLA has no declaratory policy outlining how it would use
its offensive cyber capabilities in a crisis or conºict, nor does it provide any in-
formation about its organizations and doctrine for those capabilities. Around
2017, the Foreign Ministry reportedly opposed the use of the term “cyber de-
terrence” to describe China’s cyber force posture in public statements because
it implied the militarization of cyberspace and was inconsistent with China’s
diplomatic stance opposing the militarization of outer space.146 Yet both Xi
Jinping and the PLA have used the term “cyber deterrence [wangluo weishe].”
This tension is reºected in China’s International Strategy of Cooperation on
Cyberspace, released in March 2017, which opposes “the tendency of militari-
zation and deterrence buildup in cyberspace” without explicitly condemning
“cyber deterrence.”147

high cyber vulnerability. The rapid increase in China’s cyber vulnerabil-
ity in the decade after 2001 reduced the credibility of the PLA’s brinkmanship
cyber force posture. The growth in Internet usage within Chinese society, the
economy, the government, and the PLA increased the number, variety, and
value of China’s information networks that a foreign state could attack. As
ªgure 3 shows, the percentage of China’s population with Internet access
reached 30 percent by 2009 and over 50 percent by 2016. PLA efforts to estab-
lish its own information networks also created valuable military cyber targets
for an adversary to attack.148

From 2001 to 2010, other states’ actions indicated to China’s leaders that
they faced an increasing diversity and severity of cyber threats. Protest move-
ments such as the Color Revolutions in the early 2000s and the Arab Spring,
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beginning in late 2010, demonstrated the potential for the Internet to stoke so-
cial unrest.149 Incidents such as Russian cyberattacks on Georgian infrastruc-
ture during the Russia-Georgia War in 2008 and the subsequent U.S.-Israeli
cyberattacks on the Iranian nuclear program demonstrated the potential
of cyber operations.150 The revelations of Edward Snowden about the extent of
U.S. surveillance programs in 2013 accentuated the risk to China’s leaders
of relying on foreign hardware, software, and Internet infrastructure.151 The es-
tablishment of the U.S. Cyber Command in 2009 highlighted the increasing
prominence of military cyber capabilities.152 In May 2014, the United States in-
dicted ªve PLA ofªcers for cyber-enabled intellectual property theft and
showcased U.S. cyber attribution capabilities. Chinese experts realized that on-
line anonymity would not shield a hacker from U.S. retaliation.153 These for-
eign demonstrations of cyber capability threatened China because of its
increasing Internet dependence.

By 2012, China’s top civilian leaders instructed the PLA to remedy the dis-
juncture between the country’s growing vulnerability to cyberattacks and its
brinkmanship posture. When General Secretary Hu Jintao took up chairman-
ship of the CMC in December 2004, he instructed the PLA to carry out a “New
Historic Mission,” which included defending China’s expanding national in-
terests in the electromagnetic and space domains.154 In a work report to the
18th Party Congress as he left ofªce in 2012, Hu reiterated the PLA’s New
Historic Mission but replaced the “electromagnetic domain” with the “cyber
domain.”155 He instructed the PLA to further develop its cyber strategy.156

The PLA identiªed a multitude of cyber threats that had sprung up in the
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decade since it adopted a brinkmanship cyber posture. In December 2012,
the PLA’s China Association for Military Sciences convened a meeting to begin
formulating a new cyber force posture that was appropriate for China’s
high cyber vulnerability.157 The 2012 meeting highlighted four cyber threats:
(1) “being controlled by others” because of foreign technology dependence;
(2) China’s weak position in international political, economic, and diplomatic
competition over Internet governance; (3) everyday threats such as cyber
crime; and (4) the “militarization” of cyberspace.158 PLA researchers worried
about cyber threats to China’s critical infrastructure.159 They also worried about
the military’s vulnerability to cyberattacks given its increased reliance on com-
puter networks as part of a PLA-wide “informatization” effort to apply infor-
mation technology to all aspects of military operations since the early 2000s.
The military had neglected cyber defenses in that process.160 National Defense
University scholars described how “some [military] units fundamentally have
not established who is responsible for cyber and information security, they im-
mediately install one when they are inspected by superiors.”161

PLA participants at the 2012 conference recognized that one of the biggest
challenges they faced was to account for the vulnerability of China’s civilian
networks to cyberattacks in military cyber force posture. As one participant re-
marked, China’s “state of affairs is clearly inappropriate for current world
cyber and information security development trends, inappropriate for our
country’s expanding strategic interests, and inappropriate for the fundamental
requirements of winning a local war under informatized conditions.”162

China’s high cyber vulnerability made a brinkmanship cyber posture both in-
adequate and dangerous. The PLA needed to coordinate military cyber strat-
egy with the rest of the government to adequately protect Chinese interests
in cyberspace.

PLA ofªcers singled out its delegated cyber command-and-control arrange-
ments as one of the main problems with its brinkmanship posture. As an
ofªcer from the Jinan Military Region headquarters observed, if the manage-
ment of cyber warfare operations is inappropriate, then “at the very least . . .
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our operational intentions are revealed, at its most serious our overall national
political and diplomatic situation is inºuenced.”163 Delegated command-and-
control arrangements also hampered the PLA’s ability to use its cyber capabili-
ties in military operations. The same ofªcer commented that “each cyber
warfare force is ªghting its own war [gezi weizhan].”164 Although PLA ofªcers
called for a more centralized, comprehensive, regular cyber force with a
stronger command-and-control structure, it took another three years to imple-
ment those changes. As some scholars of military innovation would ex-
pect,165 the PLA’s organizational inertia slowed its response to changes in
China’s cyber vulnerability. Hu Jintao, a civilian leader, had to intervene to cat-
alyze change.

the decision to change posture. One of the key reasons why China’s
leaders changed the country’s cyber force posture in 2014 was to ensure that it
could continue to credibly threaten large-scale cyberattacks. A calibrated esca-
lation force posture was less damaging and more credible for a country with
high vulnerability to cyberattacks. China’s attribution capabilities and more
visible cyber forces enabled it to better deter and defend against both in-kind
retaliation (for using cyberattacks for coercive leverage) and unprovoked
cyberattacks. A calibrated escalation posture also allowed the top civilian
leadership to end the delegated command-and-control arrangements of its
brinkmanship posture, which bred corruption and poor discipline. China’s cal-
ibrated escalation cyber force posture is more in line with the strict control that
the Communist Party of China exercises over the PLA’s other information-age
capabilities that could have strategic effects and its nuclear weapons. The ini-
tial choice of a brinkmanship cyber posture suggests that, when China’s cyber
vulnerability was low, its leaders might have judged offensive cyber capabili-
ties to be less sensitive than its other information-age weapons, over which
they have always asserted strict control.

Beginning in 2014, the Communist Party of China reformed both the PLA’s
cyber force posture and the civilian cyber governance structure to better man-
age China’s growing vulnerability to cyberattacks. China reorganized its civil-
ian agencies for cybersecurity policy by creating a new, domestically focused,
high-level coordinating body, the Central Cybersecurity and Informatization
Leading Small Group, which met for the ªrst time in February 2014. The
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PLA participated in that group, but also established its own All-Military
Cybersecurity and Informatization Leading Small Group.166 These two groups
were established in close succession after the 18th Party Congress in
November 2012 to provide centralized and uniªed leadership at the national
and military strategic level to strengthen China’s cyber and informa-
tion system.167

Around 2013, China’s top leaders also initiated a program of military-wide
structural and doctrinal reform, which created an opportunity for the PLA to
reorganize its cyber units and update its cyber doctrine. In a speech to the
CMC in December 2013, Xi instructed the PLA to carry out “corrections to con-
tent in combat regulations and training outlines that do not fulªll the require-
ments of actual war,”168 which accurately described its brinkmanship cyber
posture. Xi called for innovation in military strategy in the cyber domain spe-
ciªcally, which he identiªed as one of the “new commanding heights of mili-
tary competition.”169 In March 2014, a CMC Leading Small Group for
Deepening Defense and Military Reform met for the ªrst time to formulate a
plan to reform the PLA.170

The statements of top leaders in late 2014 provide evidence that China was
changing its brinkmanship cyber force posture, which had become dangerous
given China’s cyber vulnerability and problematic military discipline. The
CMC issued an “Opinion on Strengthening Military Information Security
Work” on October 7, 2014, which ordered a change in posture and articulated
guiding principles for the PLA’s future cyber force posture. The steps to imple-
ment the 2014 opinion included establishing a more comprehensive cyber de-
fense and information protection system, developing PLA-wide rules for
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information security, adopting domestically produced information security
systems and products, increasing information defense capabilities, and pun-
ishing illegal PLA activity online.171 At an All-Military Political Work Confer-
ence (the New Gutian Conference) on November 4, 2014, Xi’s remarks
indicated that the force posture change would improve the PLA’s ability to
win local wars with a strong “informatized” force.172 Xi criticized the PLA’s ex-
isting posture for its lack of theoretical guidance, negative effects, and inappro-
priateness to the current state of the Internet.173

The content of both Xi’s remarks at the New Gutian Conference and the
CMC 2014 opinion mirrored the PLA’s concerns about China’s brinkmanship
posture. A commentary published together with a summary of the CMC 2014
opinion in the PLA Daily on October 11, 2014, indicated that the PLA’s existing
cyber force posture was harming the national interest. China was facing enor-
mous pressure in cyberspace because of the “increasingly intense competition
over the rights to development, leadership and control of cyberspace” among
countries worldwide.174 PLA cyber force posture needed to be coordinated
with civilian cybersecurity policy to meet this threat.175 Xi’s remarks at
the New Gutian Conference indicated that cyber conºict had become “the
principal direction of attack” and one of the main arenas of military competi-
tion for the PLA.176 He reportedly observed that, “currently some work is not
at all suitable for the requirements of the cyber era, and it is already increas-
ingly clear that ideas and concepts, and work methods are lacking in this age
[shidai cha].”177

China’s leaders also changed PLA cyber posture to eliminate military cor-
ruption and poor discipline that delegated cyber command-and-control ar-
rangements had enabled. One of the new guiding principles outlined in the
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2014 CMC opinion was to “sternly combat illegal, criminal acts on the Internet
involving the military.”178 Cyber force posture most likely featured on the
agenda of the New Gutian Conference, which focused on Party control over
the PLA rather than military operations or strategy, because the online envi-
ronment could undermine PLA loyalty to the Party.179 Available sources about
the New Gutian Conference and CMC opinion describe the strict command-
and-control arrangements of China’s new cyber force posture, but not its other
elements that emerged after 2014.

alternative explanations

The theory of strategic substitution explains more of the variation in China’s
decision-making about offensive cyber capabilities than alternative explana-
tions derived from the military innovation and diffusion literature. Those ex-
planations include emulation of states that were the ªrst to adopt cyber
military capabilities and the inºuence of assertive or delegative civil-military
relations on posture choices.180 It also outperforms explanations of the 2014
posture change that emphasize the role of U.S. pressure on China’s leaders to
prevent the PLA from conducting cyber-enabled industrial espionage.

There is little evidence that China was emulating the United States, which
was both China’s adversary and a ªrst-mover state that pursued an offensive
cyber operations capability in the early 1990s. Nor is there evidence that China
emulated Russia, the ªrst state that the PLA credited with using cyberattacks
for strategic effects in the 2008 Russia-Georgia conºict.181 I argue that emula-
tion does not adequately explain China’s pursuit of offensive cyber capabilities
for coercive leverage because these U.S. and Russian demonstrations of cyber
capabilities occurred too long before or after China’s decision to pursue coer-
cive cyber capabilities around 2000. Moreover, neither Russia nor the United
States gave strategic cyberattacks such a prominent role in their approaches to
gaining coercive leverage. The PLA’s reasons for recommending a coercive
cyberattack capability to address China’s leverage deªcit also emphasized the
need to offset rather than emulate the U.S. military. An emulation explanation
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might expect China to pursue a force posture similar to the United States,
which revealed little about its offensive cyber capabilities until it established a
Cyber Command in 2009. Although the PLA examined the force postures of
other countries around 2012, it did not recommend that China adopt a similar
command structure to the U.S. Cyber Command or the force posture of any
other country.182

The theory of strategic substitution also helps to explain some of the ques-
tions that China’s cyber choices raise for theories of military innovation and
diffusion. A civil-military relations explanation would attribute China’s choice
of a calibrated escalation posture to civilian leaders’ preferences for a posture
that asserted their control over PLA cyber activity. But this explanation cannot
account for China’s brinkmanship posture. Leaders’ sensitivity to China’s high
cyber vulnerability might explain the temporal variation in its force posture,
despite continuity in the Communist Party’s assertive control over the PLA.
China’s posture also changed more abruptly in 2014 than either an adaptation
or capacity-based explanation would expect.183 For example, though the 2013
Science of Military Strategy claimed that uncertainty about cyber escalation
deterred the outbreak of cyberwar, only two years later the 2015 Science of
Military Strategy claimed that stricter cyber command and control could pre-
vent escalation.

Some experts have argued that the United States successfully pressured
China’s leaders to reign in the PLA’s online behavior in 2014.184 Before October
2014, cyber espionage units from the PLA’s Third Department were conduct-
ing operations against a variety of Western enterprises and giving their com-
mercial secrets to Chinese companies.185 Western sources claimed that an
agreement between Xi Jinping and President Barack Obama in September 2015
to refrain from state-sponsored industrial cyber espionage changed the behav-
ior of PLA cyber units.186 My empirical analysis puts this shift in PLA cyber ac-
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tivity in a broader context. The activity of PLA units that conducted persistent
espionage operations dropped dramatically in mid-October 2014 and mid-July
2015.187 These decreases in activity are correlated with the CMC opinion in
October 2014 and the Politburo’s approval of the PLA reform plan in July 2015,
respectively. The resurgence of Chinese cyber espionage activities since
2015 by units afªliated with the Ministry of State Security suggests that China
reassigned some espionage tasks to non-PLA units,188 which would be consis-
tent with its calibrated escalation posture.

Conclusion

China’s approach to gaining coercive leverage in limited wars with nuclear-
armed adversaries differs from the choices of other nuclear-armed states. This
article has explained China’s puzzling reliance on information-age weapons
to address the limited war dilemma. When its threat environment changed
and China confronted a leverage deªcit, its search for coercive leverage was
constrained by doubts that nuclear threats would be credible and an inability
to quickly build up war-winning conventional forces. Instead, China searched
for substitutes and found information-age weapons, which it postured as slip-
pery slopes or ladders between conventional and nuclear war. In the case of
China’s offensive cyber capabilities, its leaders embraced the strategic sub-
stitution of strategic cyber operations for nuclear and conventional options
when they faced a leverage deªcit. China’s leaders postured their cyber capa-
bilities to gain coercive leverage and later altered their force posture to account
for an increase in China’s cyber vulnerability.

The theory of strategic substitution explains why China pursued offensive
cyber operations to gain coercive leverage and how it conªgures them to
threaten escalation. Information-age weapons, including strategic cyberattack
capabilities, promised to revive the threat that leaves something to chance of
all-out nuclear conºict that would have otherwise diminished as the nuclear
stalemate between the United States and China deepened. China pursued
these new capabilities and developed a force posture to use them to strike a
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delicate balance between threatening sufªcient damage and running the risk
of nuclear war.

The theory of strategic substitution makes two key theoretical claims about
China’s choices. First, China’s search for coercive leverage in the post–Cold
War era was a search for substitutes. Like other states, China experienced lev-
erage deªcits when changes to its threat environment revealed that its existing
capabilities were inadequate for the war or adversary it was most likely to
face. But China’s search for leverage to address that deªcit differed from those
of other states because it was constrained by conventional military inferiority
and doubts about nuclear ªrst use. Those constraints shaped China’s deci-
sions to pursue information-age weapons. Second, the theory explains how
information-age weapons can provide the most credible strategic leverage—
when they are explicitly postured for coercion using a brinkmanship or cali-
brated escalation posture.

The explanatory power of these theoretical claims is demonstrated by the
case of China’s coercive cyber capabilities. China pursued coercive cyber ca-
pabilities around 2000 because, after NATO bombed China’s embassy in
Belgrade in 1999, it recognized that it would face a leverage deªcit if there
were a war with the United States over Taiwanese independence. Threatening
cyberattacks against the United States would be more credible in that limited
war than threatening to use nuclear weapons, and quicker than building up
China’s conventional military capabilities. Initially, the PLA adopted a brink-
manship posture, which was credible because of China’s low vulnerability to
cyberattacks. But as China became more vulnerable to cyberattacks in the dec-
ade that followed, its cyber force posture needed to change to remain credible.
In 2012 civilian leaders ordered the PLA to address the mismatch between its
brinkmanship posture and the country’s growing vulnerability to cyber-
attacks. The theory of strategic substitution will require further testing on
China’s decision-making about its other information-age weapons to conªrm
its explanatory power, beyond this plausibility probe of the cyber case.

The theory has limited cross-national applications because no other nuclear-
armed state has faced constraints as severe as China when confronted with a
leverage deªcit. Nevertheless, the theory offers three generalizable insights
into the behavior of other nuclear-armed states. First, another state could face
similar constraints to China if it wanted to pursue war aims that did not re-
quire the total defeat of a nuclear-armed adversary but lacked both the con-
ventional capabilities and the conªdence that its nuclear threats would be
taken seriously. India might face those constraints in its long-standing border
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dispute with China, given its nuclear no-ªrst-use policy and conventional infe-
riority. Second, it suggests that all nuclear-armed states beneªt from having in-
formation-age weapons to escalate a conºict when they want to coerce an
adversary but do not want to threaten nuclear use, even if they acquired those
capabilities for other reasons. Third, other nuclear-armed states might share
China’s sensitivity to cyber vulnerability in their cyber force posture choices.
France’s calibrated escalation-style cyber force posture and North Korea’s
brinkmanship-style posture conform with the theory’s expectations about the
implications of vulnerability to cyberattacks.

The ªndings of this article have three important implications for schol-
ars and policymakers. First, it remains unclear whether China’s gamble on
information-age weapons for coercive leverage will endure in an era of intense
U.S.-China rivalry. Indeed, it was not clear that offensive cyber capabilities
would actually deliver the leverage that China’s leaders pursued in 2001. Two
decades later, signiªcant uncertainty remains as to whether China’s offensive
cyber capabilities would provide it with coercive leverage in a rapidly escalat-
ing crisis or war, fail to cause enough damage to coerce an adversary, or cata-
lyze a nuclear war despite its calibrated escalation posture. China’s leaders
continue to view cyberattacks as valuable for coercive leverage, regardless of
this uncertainty. But the constraints that deªned their earlier searches for lever-
age are loosening. The PLA is closing the conventional military gap with the
United States. Meanwhile, the growth in China’s nuclear arsenal size and so-
phistication since 2019 hints that current leaders might be open to embracing
nuclear options whose credibility past leaders had doubted.

Second, the theory of strategic substitution helps to interpret the current
qualitative and quantitative improvements in China’s nuclear forces. China’s
incentives to adopt a ªrst-use nuclear posture are weaker than they were at
any point in the post–Cold War era, given its growing conventional military
power and maturing capability to threaten information-age attacks for coer-
cive leverage. In addition, China’s approach to coercion in limited wars for the
past three decades has aimed to exploit the reluctance of its adversaries to
cross the nuclear threshold rather than to threaten to cross that threshold itself.
If China’s approach to gaining coercive leverage continues along these lines,
its nuclear modernization is unlikely to reºect the pursuit of a nuclear ªrst-use
posture. But if China’s leaders have concluded that information-age weapons
cannot substitute for threats of nuclear ªrst use after all, or that U.S. resolve to
use nuclear weapons ªrst in a war with China is stronger than they had as-
sumed, China’s nuclear modernization might suggest that it is no longer will-
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ing to gamble on information-age weapons. Rather, China is turning to a more
certain option for gaining coercive leverage: threatening nuclear ªrst use.

Third, China’s emphasis on information-age weapons in its approach to
gaining coercive leverage suggests that U.S.-China efforts to reduce nuclear
risks will encounter novel challenges. China is unlikely to embrace crisis sta-
bility measures that limit the coercive leverage it gains from threats to use
space, cyber, and precision missile capabilities until it deploys war-winning
conventional capabilities (or it adopts a ªrst-use nuclear posture). Further, any
future nuclear arms control agreements will need to also include nonnuclear
capabilities. Those capabilities will increase the number of veto players and
veriªcation challenges in any negotiations. More optimistically, China’s deci-
sion to substitute information-age weapons threats for nuclear threats in-
creases the degree of mutual vulnerability in the U.S.-China relationship
beyond what the nuclear balance might suggest. This overall strategic stale-
mate gives both countries a stronger shared interest in restraint during a crisis
because of the uncertain dangers that information-age attacks portend.
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